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Defending democracy against
information manipulation

“We face a toxic online battle of scale that threatens

the very basis of our free societies and our free

elections. This is something we must first learn to

understand, and then to counter.”

Roberta Metsola, 

President of the European Parliament, 

G7 Speakers’ Conference,

Berlin, September 2022
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Defending democracy against
information manipulation

“disinformation and other information manipulation (...) can

prevent citizens from making informed choices or discourage

them from political participation altogether”

“on the eve of the 2024 European elections increased

interference and information manipulation activity is

expected...”
European Parliament resolution of 1 

June 2023 on foreign interference in all 

democratic processes in the European 

Union, including disinformation



Narratives targeting elections

Narratives:

• Elections are stolen / pre-determined

• Voting makes no difference / don’t go vote

• Political and business elites control everything

• Democracies are hypocritical

Hijacking high-profile topics:

• Russia/Ukraine

• Health (Covid)

• Environment

• Migration

• Equality issues



Example: 
‘Don’t go vote’ 
message



Example: 
Discouragement 
from voting
(hybrid 
incident)



Example: 
Slovak elections



Examples: 
Questioning 
election integrity

• Fake poll used to prove results 

are wrong (NL)

• Claims about unsafe voting

boxes (DE)

• Technical error in TV news used

as proof of irregularities (FR)

• Storeis about pens with

disappearing ink (SL, ES, FI)

• Internet voting claimed unsafe

(EE)

• False claims of some parties

excluded for voters abroad (IT)

• Stamps have wrong colour (SK)



Example: Distrust in politicians -

False MEP cocaine story



Manipulated information: Real EP 
documents misrepresented



Best practices – national elections

• ”Whole-of-society” approach

• Strong media landscape > support for independent journalism

• Pro-active communication to the public

➢ Election technicalities

➢ Awareness-raising (”what are we facing?”)

• Debunking / fact-checking

• Positive communication > ”we are prepared!”

• Media literacy



Resilience-building, pre-bunking

Source: Estonian electoral

authorities, 

www.valimised.ee

http://www.valimised.ee/


Media literacy

Source: Open Society Institute Sofia, ”Media Literacy Index 2022” Source: https://www.theguardian.com/world/2020/jan/28/fact-from-

fiction-finlands-new-lessons-in-combating-fake-news



What can you do?

• Inform yourself (elections general, 

euvsdisinfo.eu , trainings, games, 

elections technicalities)

• When in doubt (too good/bad to be 

true...) – fact-check

• Support good journalism & reporting

• Engage in democracy – work with EP 

Liaison offices

• Talk to friends

• Join together.eu



Thank you!
Contact us:

Sara Ahnborg

sara.ahnborg@europarl.europa.eu


